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1
Decision/action requested

SA3 is kindly requested to approve this PCR to TS 33.501.
2
References

[1]
3GPP TS 33.501 Security Architecture and Procedures for 5G System
3
Rationale

This PCR aims to fix typos and language in Clauses 5.2.4, 5.2.8, 6.1.2.4, 6.6.6, and 6.7.1.2.
4
Detailed proposal

*** FIRST CHANGE ***
5.2.4
Requirements for gNB setup and configuration

Setting up and configuring gNBs shall be authenticated and authorized so that attackers shall not be able to modify the gNB settings and software configurations via local or remote access.

Editor’s Note: Who is authenticated and authorized need to be clarified.

1.
The certificate enrollment mechanism specified in TS 33.310 [6] for base station should be supported for gNBs. The decision on whether to use the enrollment mechanism is left to operators. 

2.
Communication between the O&M systems and the gNB shall be confidentiality, integrity and replay protected from unauthorized parties. The support of security associations is required between the gNB and an entity in the 5G Core or in an O&M domain trusted by the operator. These security association establishments shall be mutually authenticated. The security associations shall be realized according to clause X

Editor’s Note: Clause X needs to be aligned with the clause on NDS.
3.
The gNB shall be able to ensure that software/data change attempts are authorized 

4.
The gNB shall use authorized data/software. 

5.
Sensitive parts of the boot-up process shall be executed with the help of the secure environment. 

6.
Confidentiality of software transfer towards the gNB shall be ensured.

7.
Integrity protection of software transfer towards the gNB shall be ensured.

8.
The gNB software update shall be verified before its installation.

Editor’s Note: Requirement #8 requires further clarification.

*** END OF FIRST CHANGE ***
*** SECOND CHANGE ***
5.2.8
Requirements for secure environment of the gNB

The secure environment is logically defined within the gNB. It ensures protection and secrecy of all sensitive information and operations from any unauthorized access or exposure. The following list defines the requirements of the secure environment.

1
The secure environment shall support secure storage of sensitive data, e.g. long-term cryptographic secrets and vital configuration data.

2.
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term-secrets (e.g. in authentication protocols).

3.
The secure environment shall support the execution of sensitive parts of the boot process.

4.
The secure environment's integrity shall be assured.

5.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within it, and to functions executed within it.

*** END OF SECOND CHANGE ***
*** THIRD CHANGE ***
6.1.4.2
Linking authentication confirmation to Update Location procedure

This subclause gives informative guidance on how a home operator could link authentication confirmation (or the lack thereof) to subsequent 5G Update Location procedures to achieve protection against certain types of fraud, as mentioned in the preceding subclause. 

Approach 1: 

The home network records the time of the most recent successfully verified authentication confirmation of the subscriber together with the identity of the 5G visited network that was involved in the authentication. When a new 5G Update Location request (5G-ULR) arrives from a visited network the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not the 5G-ULR is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new 5G Authentication Initiation Request (cf. clause 6.1.2) for fetching new authentication vectors before repeating the 5G-ULR. 

NOTE1: 
With this approach, the authentication procedure and the 5G-Update Location procedure are performed independently. They are coupled only through linking information in the home network. 

NOTE2: 
It is up to the home network to set a time threshold for defining what 'sufficiently recent' is.

Approach 2: 

A variant of the above Approach 1 is based on a more fine-grained policy applied by the home network: the home network could classify roaming partners into different categories, depending on the trust - e.g. derived from previous experience- placed in them, for example as follows: 

-
For a visited network in the first category, the home network would require a successful authentication 'immediately preceding' the 5G-ULR.

-
For a visited network in the second category, the home network would only check that an authentication in a network visited by the subscriber was sufficiently recent (taking into account that there may have been a security context transfer between the visited networks)

-
For a visited network in the third category, the home network would perform no checks regarding 5G-ULRs and authentication at all. 

Further approaches are possible, depending on the home operator’s policy.

*** END OF THIRD CHANGE ***
*** FORTH CHANGE ***
6.6.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from idle. The UE shall send a limited set of IEs including those needed to establish security in the initial message when it has no NAS security context. In this case, the complete initial message shall be sent in the NAS Security Mode Complete message. When the UE has a security context, the UE shall send the full initial message with just the IEs needed to establish security sent 
in cleartext. The AMF may request the UE to send the complete initial message in the NAS Security Mode Complete message if needed (e.g. the AMF could not find the UE’s security context). 

The protection of the initial NAS message proceeds as shown in Figure 6.6.6-1.
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Figure 6.6.6-1: Protecting the initial NAS message

Step 1: The UE shall send the initial message to the AMF. If the UE has no NAS security context the initial message shall contain a subscription identifier and UE security capabilities only.

Editor’s note: There may be other IEs that are needed to establish security. If so this should be included in the initial message that is sent without security. 

Editor’s note: It is FFS which IEs can be sent in cleartext in initial messages, e.g. NSSAIs
Editor’s note: Alignment with SMS over NAS security clause needs to be considered.

If the UE has a NAS security context, the initial message shall contain be a complete message, where the subscription identifier and UE security capabilities are sent in cleartext  but the rest of the message is ciphered. With a NASsecurity context, the initial message is also integrity protected.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. The AMF may also initiate an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command including a request for the complete initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the initial NAS message. 

Step 4:  The UE shall send the NAS Security Mode Complete to the network. This message is ciphered and integrity protected and shall include the complete initial NAS message (but may omit the IEs that were sent in the clear in step 1) if requested by the network in the NAS Security Mode Command message.

Step 5: The AMF shall send its response to the initial NAS message. This message is ciphered and integrity protected
*** END OF FORTH CHANGE ***
*** FIFTH CHANGE ***
6.7.1.2
AMF change

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3.2, which is about NAS algorithm selection at AMF change. 

In case of  AMF and algorithms for establishing NAS security are being changed, the target AMF shall initiate a NAS security mode command procedure and include the chosen algorithms and the UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE 5G  (see clause 6.7.2). The AMF shall select the NAS algorithms which have the highest priority according to the ordered lists (see 6.7.1.1).

*** END OF FIFTH CHANGE ***
�“In cleartext” is a better choice.


“Unciphered” means an entity post unciphering procedure, not something that never was ciphered
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